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Rights of Data Subjects Policy & Procedure
DATA SUBJECT RIGHTS REQUEST PROCEDURE
INTRODUCTION 

The Data Protection Act and EU General Data Protection Regulation provides individuals (data subjects) with a number of rights in relation to their data. This includes:
· Right to access your own personal data
· Rights to have your data rectified if you believe this to be wrong
· Rights to have your data restricted in some way
· Right to have your data erased
· Rights to be provided your data in a portable format
· Right to object (including the right to object to automated decision making and direct marketing)
This form helps London & Regional to deal with your request by providing us with the information we need to act upon this. There are exemptions to some of these rights and if we feel these apply to your request, we will inform you as soon as possible and at the latest within 30 days of receiving your request.
For more information on how we handle data subject requests and exemptions that can apply, please see our policy below.


DEALING WITH YOUR REQUEST

London & Regional is obliged to fulfil your request promptly but no later than 30 days from the receipt of satisfactory proof of identity and sufficient information to fulfil your request. Should your request be particularly complex, we may need to extend this time period, but we will inform you within the 30 days if this is the case. Although it isn’t obligatory to complete this form, the information provided within it, will make it easier to provide you with the information you need and act on any request you submit.
Download the Data Subject Rights Request Form here
Please send the completed form and your supporting documents to:
London & Regional at 8th Floor, South Wing, 55 Baker Street, London W1U 8EW or email to lsebastian@lrp.co.uk.


DATA SUBJECT RIGHTS POLICY
1 	Introduction
Individuals have a number of rights in relation to their personal data under the Data Protection Act and EU General Data Protection Regulation (GDPR) including:
· Right to be informed e.g. have access to information on how their data is being processed in a concise, easily accessible and easy to understand format
· Right to access their personal data
· Rights to rectification, restriction and erasure of their personal data
· Right to portability – be provided their data in a portable format
· Right to object (including the right to object to automated decision making)
This procedure documents London & Regional’ processes for responding to these rights effectively and within appropriate timescales.


2	Overview of Rights

2.1 	Right to be Informed
The right to be informed encompasses London & Regional’s obligation to provide ‘fair processing information’, typically through a privacy notice. It emphasises the need for transparency over how personal data is used. Further information on how this right is enabled is included within the Data Protection Policy.

2.2 	Right of Access and Portability
Individuals have the right to access their personal data and other related information. In addition to the right of access, the right to data portability allows individuals to obtain and reuse their personal data for their own purposes across different services. It allows them to move, copy or transfer personal data easily from one IT environment to another in a safe and secure way. This right applies:
· to personal data an individual has provided to the organisation
· where the processing is based on the individual’s consent or for the performance of a contract; and
· when processing is carried out by automated means
Wherever possible, London & Regional will ensure that it provides individuals with access to personal data in a format that allows this portability right to be ensured.




2.3 	Right to Rectification
The GDPR gives individuals the right to have their personal data rectified if it is inaccurate or incomplete. In addition, London & Regional will inform any third parties that this data has been passed on to, of this rectification, wherever possible. London & Regional will also inform the individuals about the third parties to whom the data has been disclosed where appropriate.

2.4 	Right to Restriction
Individuals have a right to ‘block’ or suppress processing of personal data in the following circumstances:
· Where an individual contests the accuracy of the personal data, data processing should be restricted until the accuracy of the personal data can be verified
· Where an individual has objected to the processing (where it was necessary for the performance of a public interest task or purpose of legitimate interests), and whether your organisation’s legitimate grounds override those of the individual is being considered
· When processing is unlawful and the individual opposes erasure and requests restriction instead
· If you no longer need the personal data but the individual requires the data to establish, exercise or defend a legal claim
This means that London & Regional will continue to store this data but will not process it in any other way. In addition, any third parties with whom this data has been disclosed will be informed about this restriction, unless it is impossible or involves disproportionate effort to do so. If for any reason, this restriction is lifted, then the individual will be informed of this. 

2.5 	Rights to Erasure
The right to erasure is also known as ‘the right to be forgotten’. Its aim is to allow individuals to request the deletion or removal of personal data where there is no compelling reason for its continued processing. This right can only be applied in the following circumstances:
· Where the personal data is no longer necessary in relation to the purpose for which it was originally collected/processed
· When the individual withdraws consent
· When the individual objects to the processing and there is no overriding legitimate interest for continuing the processing
· Where the personal data was unlawfully processed (i.e. otherwise in breach of the GDPR)

· Where the personal data has to be erased in order to comply with a legal obligation
·  Where the personal data is processed in relation to the offer of information society services to a child
There are some specific circumstances where the right to erasure does not apply and a request can be refused. This includes where this personal data is processed:
·  to exercise the right of freedom of expression and information
· to comply with a legal obligation for the performance of a public interest task or exercise of official authority
· for public health purposes in the public interest
· archiving purposes in the public interest, scientific research historical research or statistical purposes
· the exercise or defence of legal claims
As with some other rights, if the data has been disclosed to third parties, we will inform them about the erasure of the personal data, unless it is impossible or involves disproportionate effort to do so. Where this relates to online data, this may also include asking other organisations to erase links or copies of the personal data in question.

2.6 	Right to Object
Individuals have the right to object in particular circumstances, namely:
· where processing is carried out based on legitimate interests or the performance of a task in the public interest/exercise of official authority (including profiling)
· where personal data is used for direct marketing (including profiling); and
· where personal data is processed for purposes of scientific/historical research and statistics
Where such an objection is received, London & Regional will stop this processing unless identified legitimate grounds for the processing can be demonstrated, which override the interests, rights and freedoms of the individual; or, if this processing is for the establishment, exercise or defence of legal claims.
Any objections in relation to direct marketing will be always be actioned and where the objection relates to automated decision making, individuals will be given the ability to request human intervention in this decision or to challenge any decision made based on automated decision making.
Individuals will be fully informed of their right to object when first communicated with and through privacy notices.




3 	Format of Data Subject Requests
A data subject request is simply a request made by, or on behalf of an individual in relation to their personal data and their rights under Data Protection in relation to this data. The request does not have to be in any particular form, nor does it have to include the words ‘data subject request’ or make any reference to the Data Protection Act. Indeed, a request may be valid even if it refers to other legislation.
An emailed request is as valid as one sent in hard copy and requests might also be received via social media and possibly via third-party websites. Requesters do not have to provide their reason for making the request or what they intend to do with the information requested, although it may help find the relevant information, if the purpose of the request is explained.
If a request is for access to personal data, the requester may be asked for information that is reasonably needed to find the personal data covered by the request e.g. relevant timescales, location etc.


4	Time Limit for Responding

In most cases a data subject request whether to access their own data, or in relation to any other of their rights, must be dealt with promptly and in any event within a month of receiving it, or (if later) from the day any requested location information is received or any information requested to confirm the requester’s identity is obtained. In rare cases, when the request is particularly complex or numerous, it may be extended by a further two months taking into account the complexity and number of requests (ensuring the applicant is informed of the delay and reasons within the month).


5 	Charging Fees

A fee cannot be charged for responding to a data subject request, unless the organisation can prove that the request is manifestly unfounded or excessive (in particular because of their repetitive nature). In such a case, the request could either be refused or a reasonable fee charged (taking into account the administrative cost of providing the information). It is up to London & Regional to evidence that any request is manifestly unfounded or excessive. In addition, a reasonable fee based on administrative costs can be charged for any additional copies of information, requested by the individual.


6 	Confirming the Identity of the Applicant
To avoid personal data about one individual being sent to another or data subject rights being  acted on  inappropriately, either  accidentally or  as a result of deception, 

the lead within London & Regional must be satisfied that he/she knows the identity of the requester. The level of information needed to judge whether the person making 

the request is the individual to whom the personal data relates (or a person authorised to make a request on their behalf) will vary depending on the circumstances.
The key point is to be reasonable about what is requested and not ask for excessive information e.g. if the individual is already know to the organisation. However, where there is any doubt of the identity of the requester, formal methods should be implemented to verify this e.g. through requesting a copy of their passport/driving licence/utility bills etc.


7 	Information Individuals Are Entitled To
If a request is to access personal data held by the organisation, individuals are entitled to be:
· told whether any of their personal data is being processed (simple notification)
· given a description of their personal data, the reasons it is being processed, related retention periods and whether it will be given to any other organisations or people
· given a copy of the personal data
· given details of the source of the data (where this is available)
· given details of their rights in relation to their data
An individual can also request information about the reasoning behind any automated decisions taken about him or her, such as a computer-generated assessment of performance at work. If requested by electronic means, the information should be provided in a commonly used electronic format, unless another format has been requested.


8	Requesting on an Individual’s Behalf
The Data Protection Act/GDPR does not prevent an individual making a data subject request via a third party. Often, this will be a solicitor acting on behalf of a client, but it could simply be that the individual wants someone else to act for them.
In these cases, there will be a need to ensure that the third party making the request is entitled to act on behalf of the individual, but it is the third party’s responsibility to provide evidence of this entitlement. This might be a written authority to make the request or it might be a more general power of attorney.


In relation to a right of access request, if there is any doubt that an individual may not understand what information would be disclosed to the third party, the response should be sent directly to the individual rather than the third party. The individual may then choose to share the information with the third party after having had a chance to review it.


9 	Exemptions
The UK Data Protection Bill creates a number of exemptions in relation to data subjects’ rights. This includes exemptions in the following areas:
· Processing of personal data for the prevention or detection of crime and the assessment and collection of taxes, the public functions of certain regulatory bodies and for various functions in the public interest, including protecting the public against financial malpractice, protecting charities and securing the health and safety of workers
· Disclosing information in response to an access request where another individual can be identified from that information (unless they give their consent)
· Exemption around rights of access, and the requirements to provide certain information to data subjects where the data could have the benefit of legal professional privilege, or are processed for the purposes of business management forecasting
· Exemption around rights of access, and the requirements to provide certain information where the data consists of confidential (for employment, education or training), the organisation’s records in relation to any negotiations with the individual, or information recorded by candidates during an exam
· Exemption around complying with an access request if doing so would reveal incriminating evidence of their commission of a criminal offence (unless it applies to offences under the Bill, or to perjury offences)
· Rights of access and transparency will not apply where compliance would likely affect the price of corporate finance instruments, or where compliance would prejudicially affect the functioning of financial markets by affecting the decisions of business people in relation to corporate finance
· Exemptions around processing of data for journalistic, academic, artistic or literary purposes, where the controller reasonably believes that the publication of the material would be in the public interest
· Exemptions where personal data is processed for scientific or historical research, statistical purposes, or for archiving purposes in the public interest
· Exemptions around data relating to health, social work or education in the Family Courts
· Exemptions around rights of access in relation to health, social work or education data, and where disclosure would be likely to cause serious harm to the physical or mental health of the data subject (or another individual)


· Exemptions to rights of access to those with parental responsibility or court appointed responsibility to a child’s data where releasing the data would not be in the best interest of the child
· Exemptions re rights of access relation to data concerning health, education or social work, where the data was obtained from or provided by the subject with an expectation of privacy (or where the subject expressly indicates that the information should not be disclosed)

More detailed information on exemptions can be found through the ICO website:
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/exemptions/
If a decision is made not to provide the information requested, based on one of the above reasons, this will need to be communicated to the requester.


10 	Keeping a Record

London & Regional will keep a log of receipt of data subject requests and will ensure it is routinely updated to monitor progress as the request is processed. The log will include details of actions taken and when, and where the request relates to access to personal data, copies of information supplied in response to the subject access request, together with copies of any material withheld and an explanation why.


11 	Informing Individuals of Their Rights

London & Regional will ensure that individuals whose information they process, are fully informed of their rights under the Data Protection Act and how to complain should they be concerned about the way their request is handled. This will be included in London & Regional’ privacy notice.


12 	Further Information

Further guidance can also be obtained from London & Regional’s Data Protection Officer.
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